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Marcel Keiffenheim  |  Solutions Architect Team Lead

ADPA - How to get an 
X-Ray of your AD domains
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Agenda

● What are we talking about? Setting the scene

● Why do I crack passwords?

● Why should you?

● How does it work?

● What kind of results do we get?
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What are we talking about?
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Marcel Keiffenheim
Solutions Architect Team Lead
Central Europe, Western Europe, Southern Africa
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Relevant work experience:

● Hacking organisations

Relevant interests:

● Cracking passwords
● Gathering leaking credentials

Relevant qualifications:

● I love my job
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Worst case scenario - successful pentest
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Attack Exploit
vulnerability

Compromise 
DC Dump hashes
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Worst case scenario - successful pentest
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Attack Exploit
vulnerability

Compromise 
DC Dump hashes



PAGE

7

What’s in it for me?
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Why did I crack the AD passwords?
For effect:

● Access user’s data quietly

● Hammer home the message!

● How many users have good passwords?

● Because it’s fun
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Targeted Test
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Attack Exploit
vulnerability

Compromise 
DC Dump hashes
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What’s in it for you?
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Why run the Active Directory Password Strength Assessment?
To get answers:

● What’s an effective password?

● Does my organisation use effective passwords?

● What other attack surface would an attacker find?

And because it’s fun
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How does it work?



PAGE

How does it work?
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Microsoft Directory Replication Service Remote Protocol (MS-DRSR)

ntds.dit

andre.young 60BA79B4EBD88149226D5127D6E33DED

eric.wright             1C207040F4283A7116A05D0C7DD1EA4D

oshea.jackson       850C75DE61D82737B2E9CF55D2998D45
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How Pentera cracks passwords
Level 1: Dictionary attack CPU
Level 2: Mask attack GPU
Level 3: Mask attack + GPU
Level 4: Mask attack ++ GPU 
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password
P4ssw0rd
#P4ssw0rd#
2023#P4ssw0rd#
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How Pentera cracks passwords
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4 levels of password 
cracking with unique 

dictionaries 
& rulesets

One dictionary 
has 44,106,118 

words

One rule set 
has 34,158 

modifiers for each 
dictionary word

That’s 1,506576779
×10¹² possibilities
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Custom Password Dictionary
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Custom Password Dictionary
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London Pet food Ltd.
Stratford, East London

londonpetfoodltd
catfood
westham
westhamunited
0urD3faultp@ssw0rd
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What kind of results do we 
get?
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• Shows unique cracked passwords

The Results
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• Shows unique cracked passwords
• Shows re-used passwords

The Results



PAGE

21

• Shows unique cracked passwords
• Shows re-used passwords

The Results
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• Shows unique cracked passwords
• Shows re-used passwords
• Shows re-use amongst admins & non-admins

The Results
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The Results
• Accounts with outdated passwords

• Accounts with password never expires

• Accounts with passwords not complex enough
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Leaked Credentials!

Real leaks from dark web, deep web, clear web

● Usernames

● Email addresses

● Cleartext passwords

● Password hashes

Used & updated automatically
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Leaked Credentials!
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Scope selection

● Entire domain
● Entire domain & exclude specific OUs
● Specific OUs

   
   Include/exclude disabled accounts
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Summary

● Cracking passwords is important (and fun)
● Extensive insights on password policy strength
● Leaked Credentials are a real threat
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Start cracking your passwords!

Highest %: Exclusive Swag + $500 Amazon voucher

By 24th June 2023:

marcel@pentera.io
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Thank you!


