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about me
Co-founder & Director of the Center for Threat-Informed Defense 
@ MITRE Engenuity

Former Department Manager - responsible MITRE’s Cyber Threat 
Intel and Adversary Emulation work program. 

Led MITRE’s security automation work – CVE, OVAL, CPE, 
MAEC, CAPEC…

Started out as a software engineer

Working in the public interest to 
advance cybersecurity for all
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“Solving problems for a safer world”

Non-profit corporation

Founded in 1958

Operates in the public interest

Primarily focused on US Government

Creator of major cybersecurity public 
resources including CVE and ATT&CK 

Subsidiary non-profit of MITRE

Founded in 2019

Operates in the public interest

Focused on global private sector

Home of the Center for Threat-Informed 
Defense, MITRE ATT&CK Defender 
and ATT&CK Evaluations programs
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What is MITRE ATT&CK?
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A community-driven 
knowledgebase of 
adversary TTPs
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a) We are new to ATT&CK
b) We considering or plan to use 

ATT&CK
c) We use ATT&CK in some 

aspects of our security program
d) We use ATT&CK throughout our 

security program 

Poll: Describe your 
organization’s use of 
ATT&CK:
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Poll Results: Describe your 
organization’s use of ATT&CK:
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59%

17%
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Assessment

https://redcanary.com/blog/blue-mockingbird-
cryptominer/

Cyber 
Threat Intel

Adversary 
Emulation

Threat 
Hunting
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ATT&CK is community driven

Two major releases per year.
Last update: v13 on April 25th

68 Techniques in 2014
~473 (Sub-)Techniques in 2021
~607 (Sub-)Techniques in 2023

<20 new Techniques per year
~25-40 new Sub-Techniques per year
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* Pyramid of Pain by David Bianco http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

ATT&CK and the “Pyramid of Pain”

+
A global shift towards increasing the cost for the adversary 
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Threat-Informed Defense
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What is 
Threat-
Informed 
Defense?

The systematic application of a 
deep understanding of 
adversary tradecraft and 
technology to improve defenses.
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Where 
does it 
fit?

Threat-Informed 
Defense
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Threat-Informed 
Defense

Where 
does it 
fit?
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Threat-Informed Defense Cycle

is at the core of threat-informed defense 

Threat-informed defense is a continuous process.

As our defenses improve, our environments change, 
and adversaries evolve, the cycle continues.  
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a) a under consideration.
b) on the roadmap.
c) limited to a few areas.
d) part of the security practice. 

Poll: Continual test 
& evaluation of 
your organization’s 
defenses is…
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Poll Answer: Continual test & 
evaluation of your organization’s 
defenses is…
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Threat-Informed Defense is… 

© 2023 MITRE ENGENUITY. APPROVED FOR LIMITED RELEASE. TLP:_0000_:____

© 2023 MITRE Engenuity. Approved for public release. Document number CT0055



A lens, through 
which, you can 

understand your 
security posture

A way to think 
about your security 

architecture and 
operations

A way to prioritize 
your security 
strategy and 
investments

A way of assessing 
the effectiveness 
of your security 

investments

think like an attacker
© 2023 MITRE Engenuity. Approved for public release. Document number CT0055



How do we scale 
threat-informed defense?
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The Center for Threat-Informed Defense conducts collaborative R&D projects that

improve cyber defense at scale

+
Membership is:
✔ Highly-sophisticated
✔ Global & cross-sector
✔ Non-governmental
✔ Committed to collaborative R&D 

in the public interest

© 2023 MITRE Engenuity. Approved for public release. Document number CT0055



A repeatable, scalable, approach to R&D built on
member-powered collaboration

Systematically 
identify challenges

Develop solutions
together
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Top ATT&CK TechniquesProblem
Defending against all ATT&CK techniques 
is simply not practical and, without 
guidance, determining which techniques to 
focus on is overwhelming.

Solution

Impact

Publish a methodology and tools to help 
defenders systematically prioritize 
ATT&CK techniques.

Defenders focus on the adversary 
behaviors that are most relevant to their 
organization and have the greatest effect 
on their security posture.
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https://top-attack-techniques.mitre-engenuity.org/

https://top-attack-techniques.mitre-engenuity.org/


Advance threat-informed defense with us

MITRE ATT&CK: https://attack.mitre.org/
Free ATT&CK Training: https://mitre-engenuity.org/mad/
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Center for Threat-Informed Defense
Spread the word to increase the impact of our work.

Use our work and tell us about it.

Check out the Impact Report 
https://ctid.mitre-engenuity.org/impact-report/

Share your ideas to inform the R&D program.

Advance the research program by joining us. 

Follow our R&D
https://ctid.mitre-engenuity.org/our-work/

https://attack.mitre.org/
https://mitre-engenuity.org/mad/
https://ctid.mitre-engenuity.org/impact-report/


Let’s change the game!

jbaker@mitre-engenuity.org
https://www.linkedin.com/in/jonathanobaker/ 

https://ctid.mitre-engenuity.org/
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