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about me

Co-founder & Director of the Center for Threat-Informed Defense
@ MITRE Engenuity

Former Department Manager - responsible MITRE’s Cyber Threat
Intel and Adversary Emulation work program.

Led MITRE’s security automation work — CVE, OVAL, CPE,
MAEC, CAPEC...

Started out as a software engineer

Working in the public interest to
advance cybersecurity for all
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“Solving problems for a safer world”

MITRE |1 =EncEnurTy

Non-profit corporation Subsidiary non-profit of MITRE
Founded in 1958 Founded in 2019

Operates in the public interest Operates in the public interest

Primarily focused on US Government Focused on global private sector
Creator of major cybersecurity public Home of the Center for Threat-Informed
resources including CVE and ATT&CK Defense, MITRE ATT&CK Defender

and ATT&CK Evaluations programs
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What is MITRE ATT&CK?
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Poll: Describe your
organization’s use of
ATT&CK:

a) We are new to ATT&CK
b) We considering or plan to use
ATT&CK

c) We use ATT&CK in some
aspects of our security program

d) We use ATT&CK throughout our
security program
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ATT&CK is community driven

Matrices ~ Tactics ~ Techniques ~ Data Sources Mitigations ~ Groups Software Campaigns Resources ~ Blog &' Contribute
‘ Search Q,

MITRE | ATT&CK'

Contributors

The following individuals or organizations have contributed information regarding the existence g
mitigate use of a technique, or threat intelligence on adversary use:

» @ionstorm + Krishnan Su .

» Aagam Shah, @neutrinoguy, AEB « Kyaw Pyiyt TWO major releases per year'
» Abel Morales, Exabeam » Kyoung-ju K| Last update: V1 3 on April 25th
= Abhijit Mohanta, @abhijit_mohanta, Uptycs + Lab52 by 54

» Achute Sharma, Keysight + Lacework L{

» Adam Lichters » Lee Christe 68 TeChniqueS in 2014

» Adrien Bataille * Leo Loobee

+ Akiko To, NEC Corporation + Leo Zhang, ~473 (Su b_)TechnlqueS |n 2021
» Akshat Pradhan, Qualys + Lior Ribak, 3 . .

» Alain Homewood, Insomnia Security s Liora Itkin ~607 (SU b-)TeChanueS IN 2023

= Alan Neville, @abnev + Liran Ravic
» Alex Hinchliffe, Palo Alto Networks « Loic Jague

. v » Lorin Wu, T <20 new Techniques per year
* Lucas da Sil

o Alex Spivakovsky, Pentera | : st ~25-40 new Sub-Techniques per year

+ Lukés Stefa
P i = = Maarten van §
» Alfredo Oliveira, Trend Micro » Magno Logan, (@
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* Pyramid of Pain by David Bianco http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

ATT&CK and the “Pyramid of Pain”

A global shift towards increasing the cost for the adversary
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What is
Threat-

Informed
Defense?
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The systematic application of a
deep understanding of
adversary tradecraft and
technology to improve defenses.
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Threat-Informed Defense Cycle

CYBER THREAT
INTELLIGENCE ATT&CK is at the core of threat-informed defense

Threat-informed defense is a continuous process.

THREAT
INFORMED

DEFENSE

DEFENSIVE TESTING &
MEASURES EVALUATION

As our defenses improve, our environments change,
and adversaries evolve, the cycle continues.
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Poll: Continual test
& evaluation of
your organization’s
defenses is...

a) a under consideration.

b) on the roadmap.

c) limited to a few areas.

d) part of the security practice.
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Poll Answer: Continual
evaluation of your organi
defenses is...

18%
16% 3
under on the limited to a part of the
consideration roadmap few areas security
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Threat-Informed Defense is...
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A Iens, through
which, you can
understand your
security posture

V)

/*b-\ \,
g/
k/ﬂ

Y/

R g

A way to think
about your security
architecture and
operations

A way to prioritize
your security
strategy and
investments

A way of assessing
the effectiveness
of your security
investments

think like an attacker

I I == MITRE

Center for Threat

=== ENGENUITY. | Informed Defense

© 2023 MITRE Engenuity. Approved for public release. Document number CT0055




How do we scale
threat-informed defense?
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The Center for Threat-informed Defense conducts collaborative R&D projects that

improve cyber defense at scale
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FOR A SAFER WORLD"
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Membership is:

v Highly-sophisticated

v Global & cross-sector

v Non-governmental

v Committed to collaborative R&D
in the public interest



A repeatable, scalable, approach to R&D built on
member-powered collaboration

M‘
A .

Systematically Develop solutions
identify challenges together
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Top ATT&CK Techniques

Defending against all ATT&CK techniques

is simply not practical and, without
guidance, determining which techniques to

focus on is overwhelming.

A specific technique The opportunity for a

The frequency of where many other defender to detect or

which an attacker techniques converge or mitigate against each
uses a specific diverge, and eliminating ATT&CK technique

S I - MITRE ATT&QK that specific technique based on publicly
@) UtIOn technique over time would cause disruption available analytics
to an adversary and security controls

N

~ (- Publish a methodology and tools to help \
'/Q: defenders systematically prioritize Chok Significant

e (TOP)

ATT&CK techniques. Prevalence Cm/ Cnablllly @m?
Impact

[=]:a ]

Defenders focus on the adversary !:l.\' .
':D_’ behaviors that are most relevant to their
—>  organization and have the greatest effect https://top-attack-techniques.mitre-engenuity.orqg/ Ei

on their security posture.
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https://top-attack-techniques.mitre-engenuity.org/

Advance threat-informed defense with us

Center for Threat-Informed Defense

Spread the word to increase the impact of our work. Share your ideas to inform the R&D program.

Use our work and tell us about it. Advance the research program by joining us.

Check out the Impact Report Follow our R&D

https://ctid.mitre-engenuity.org/impact-report https://ctid.mitre-engenuity.

MITRE ATT&CK: https://attack.mitre.org/
Free ATT&CK Training: https://mitre-engenuity.org/mad/
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https://attack.mitre.org/
https://mitre-engenuity.org/mad/
https://ctid.mitre-engenuity.org/impact-report/

Let’s change the game!

jbaker@mitre-engenuity.org

https://www.linkedin.com/in/jonathanobaker/
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