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Take control of your
security validation:

Engage,
Interact,
and Influence!
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Agenda

- Mission Statement
- Year 1n a Glimpse

- Next Year: Exciting Horizons Ahead
- Summary
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“Continuously deliver new and advanced attack
capabilities to the platform to ensure
comprehensive security validation”
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How we do it

Continuously

How we

Ensure comprehensive
security validation
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How we
Ensure comprehensive security validation
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Year 1n a Glimpse
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700% ™M Exploitation

20 Researchers .
425 TTPs & Exploits 350% M MITRE Coverage

Introduced OWASP New Domains Pentera Labs
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MacOS Attack Surface

- MacOS users often perceive a false sense of security
- Growing macOS usage

' BYOD policy == shadow IT " IONHCFPAVIRUSH
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HTTP/HTTPS Attack Surface
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HTTP/HTTPS Attack Surface
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HTTP/HTTPS Attack Surface
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Outcomes of Customer Engagement
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HTTP/HTTPS Attack Surface
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" PENTERA Pentera Labs™ Research Series

Evading Detection:
From Inception to Reality

How to handle dependencies
when bypassing Antivirus & Endpoint
Detection & Response solutions.
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Next Year:
Exciting Horizons Ahead
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Email Attack Deliver
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o1 9% of Cyber Attacks
Start with an Email
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Why Emails Pose

Human Factor

an Ongoing Pain?

Accessibility

Increased Attack Surface




I PENTERA

Email security

checklist
Employee

Awareness
EDR Controls

Segmentation

Spam filtering

Incident Response
Protocols
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Ransomware Emulation
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Email security

checklist
v~ Employee

Awareness
v~ EDR Controls

v~ Segmentation

v~ Spam filtering

v~ Incident Response
Protocols
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Serverless Computing
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What About Ransomware?
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Summary

* We're committed to delivering comprehensive cyber validation, leveraging
top-tier talent

* Over the past year, we've significantly expanded our capabilities,
ventured into new domains, and launched the ”Pentera Labs” knowledge base

* We're just getting started!

« Engage with us and become more secure!
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Thank You!




